Exabeam — Duo Configuration Guide

There are (2) Services that needs to be configured in Exabeam Incident Responder: Duo Admin Service
and Duo Auth Service.

Login to Exabeam Incident Responder and click on the sandwich icon in the upper right-hand corner and
then click Settings...
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The Settings Page will load...
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=) IMPORT LDAP

Query the primary LDAP server for
context information.

Generate Context

© ADMIN OPERATIONS

Perform critical administrative
operations

Configure SAML

=% USER MANAGEMENT

Configure users and roles to perform
various actions on the Exabeam User

Interface.

LDAP Authentication

= NOTIFICATIONS

Setup notifications for important events,
such as when notable user sessions are
detected, or when system health alerts

fire.
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Bring and manage organization specific
information to the Exabeam SIP
platform

Set up integrations with 3rd party
services to run actions and playbooks.

Incident Responder queues
configuration
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Scroll down to the Service Integrations panel and click on Services...
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Incident Responder service
configuration

Services

Proxy

All supported Vendors and Integration Services will appear...
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[=) DATA SOURCES

Add o configure how logs and alerts are
ingested into Exabeam Security
Intelligence Platform.
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Alert Ingest Rules
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Configure the Duo Admin Service:

Click on the Add a new services button to the right...
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424 SERVICES SERVICES

Add a new

service

. SERVICES (40) - -

Click the Service:* dropdown and select Duo Admin and then Create Service...



Service:*

Umbrella Investigate product
Service Name:” : . :
CiscoAMP - CiscoAMP Endpoint

CrowdstrikeFalcon - Falcon Host API

Description: Cuckoo - Cuckoo

Duo Admin - Allows access to the Duo Admin service

Duo Auth - Allows access to the Duo Auth service
Exabeam Advanced Analytics - Allows access to the Exabeam AA service
Owner:

FireEye AX - Allows access to FireEye AX sandbox to detonate file

FireEve HX - Allows access to endpoints via the FireEye HX agent ¥

CANCEL CREATE SERVICE

The Service Name:* will auto-populate. Add your Host*:, Integration key*, and Secret key*:



Service:™

Duo Admin

Service Name:™

Duo Admin

Description:

Owner:

Host™:

Integration key™:

Secret key™:

To find the Duo Host*, Integration Key*, and Secret Key* log into the Duo Admin Portal
(https://admin.duosecurity.com), navigate to Applications and click on Admin API. The following screen

will appear...

Integration key

Secret key

API hostname

YOUR_INTEGRATION_KEY select

Click to view. select
Don't write down your secret key or share it with anyone.

YOUR_API_HOST_NAME select

After adding the Duo Host*, Integration Key*, and Secret Key* click the Test Connectivity button...

A successfully connected message should appear...

CANCEL


https://admin.duosecurity.com/

"  Successfully connected to the server.

Click Save Service and then the All Services panel will appear. Scroll down to the Duo Admin panel and
hover on it. You should see that one integration is configured and the circle-i icon will appear...

1 Configured

Duo Admin

Duo

Hover over the circle-i icon to see the Exabeam Incident Responder Actions that are available...

SERVICE DETAILS

Actions:

Disable user account
@ Enable user account

Get User Information

Test Service Connection

- ' DucAdminService

Duo Admin
Duo



Configure the Duo Auth Service:

Click on the Add a new services button to the right...
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. SERVICES (40) CONFIGURED (7 - Filter by / -

Add a new

service

Click the Service:* dropdown and select Duo Auth and then Create Service...

Service:*

Umbrella Investigate product ~

Service Name:* A . .
CiscoAMP - CiscoAMP Endpoint

CrowdstrikeFalcon - Falcon Host API
Cuckoo - Cuckoo

Description:

Duo Admin - Allows access to the Duo Admin service

Duo Auth - Allows access to the Duo Auth service

Exabeam Advanced Analytics - Allows access to the Exabeam AA service
Owner:
FireEye AX - Allows access to FireEye AX sandbox to detonate file

FireEve HX - Allows access to endpoints via the FireEye HX agent

CANCEL CREATE SERVICE




The Service Name:* will auto-populate. Add your Host*:, Integration key*, and Secret key*:

Service:* Duo Auth s

Service Name:* Duo Auth

Service name needs to be unigue.

Description:

Owner: Email add

Host™:

Integration key™:

Secret key*:

TEST CONNECTIVITY CANCEL CREATE SERVICE

To find the Duo Host*, Integration Key*, and Secret Key* log into the Duo Admin Portal
(https://admin.duosecurity.com), navigate to Applications and click on Auth API. The following screen
will appear...

Integration key YOUR_INTEGRATION_KEY select

Secret key Click to view. select

Don't write down your secret key or share it with anyone.

API| hostname YOUR_API_HOST_NAME select

After adding the Duo Host*, Integration Key*, and Secret Key* click the Test Connectivity button...



https://admin.duosecurity.com/

A successfully connected message should appear...

" Successfully connected to the server.

Click Save Service and then the All Services panel will appear. Scroll down to the Duo Auth panel and
hover on it. You should see that one integration is configured and the circle-i icon will appear...
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Duo Auth
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Hover over the circle-i icon to see the Exabeam Incident Responder Actions that are available...



SERVICE DETAILS

Actions:

Send 2FA Push
Test Service Connection

Service Definition Key:
DucAuthService



